IHamsaTka s o0y4awmmuxcs 00 MHPOPMALMOHHON 0e30I1aCHOCTH JIeTeil

HEJIb34

1.

Becem moapsia cooOmaTh CBOK YacTHYH HH(OpMaLuMio (HacTosmme ums, (haMuiuio,
tenedoH, aapec, HOMEp MIKOJbI, a Takke (hoTorpaduu CBOU, CBOEH CEMBHU U APY3EH);

2. OTKpbIBaTh BIOKEHHbIE (DaliiIbl 3JIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEI;

3. TI'pyOuth, mpuaMpaThCs, OKa3bIBaTh TABICHNE — BECTH ce0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacnopsixaiics 1eHbraMu TBOEH ceMbH 0€3 pa3peleH st CTapIiuX — BCET/1a CIIpalIBai
poauTenei;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMH B PEATbHOM XKHU3HH - IIOCOBETYNCS CO B3POCIIBIM,
KOTOPOMY JI0BEpSIEIlIb.

OCTOPOXHO

1. He Bce numyt npaBay. Yutaeus o cebe Henpasay B MHTepHeTe — coobum 00 3TOM
CBOMM POJIUTENISIM UJTU ONIEKYHaM;

2. IlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS — IPOBEPH, HET JIM MOJIBOXA,

3. HesakonHoe xonmpoBanue (aiinoB B IHTEpHETE — BOPOBCTBO;

4. Bcerna pacckasblBaii B3pocibIM 0 IpoOaeMax B CeTH — OHHM BCEr/ia IOMOTYT;

5. Hcmnonb3yit HAaCTpOUKH O€301aCHOCTH U MTPUBATHOCTH, YTOOBI HE MTOTEPSITh CBOM aKKAYHThI
B COLICETAX U JPYIUX IOpTaax.

MOXHO

1. VBaxait Apyrux moJyib30BaTeicH;

2. Tlonp3yembcst MHTEpHET-UCTOYHUKOM — JeIail CChIJIKY Ha HETO;

3. OTKpbIBaii TOJIBKO T€ CCBHUIKH, B KOTOPHIX YBEPEH;

4. OOmarbCcs 3a MOMOIIBIO B3POCIBIM — POJIUTENH, ONEKYHbI M AJAMHUHUCTpAIMS CAWTOB
BCEr/la IOMOI'YT;

5. TIpoiinu oOyuyenue Ha caiite «CeTeBUYOK» U MOJIYyYH MACHOPT LHU(PPOBOro rpaxaaHuHa!



NudopmaumnonHas namMaTKa 1JIA 00y4arOmUXCcs I pa3MelneHust Ha 0puuMaIbHbIX
HNurepHeT-pecypcax

C KaXXIbIM FOJJOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, A IIKOJBHUKU OJIHU U3
CaMbIX AaKTHBHBIX IOoJb30BaTenel Pynera. Mexay TeM, NOMHUMO OIpPOMHOTO KOJUYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT W MpoOJieMbl. JTa MamsATKa JO0JKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCA B CETH.

Komnvromepnvie supycoi

KommnsrorepHslil BUpYC — 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOrPAMM, OTIIMYUTEILHON
0COOEHHOCTBIO KOTOPOM SBISETCS CHOCOOHOCTh K Pa3sMHOXKEHHUIO. B nomonHenue k 3Tomy,
BHUPYChI MOT'YT MIOBPEAUTH WJIM MOJIHOCTbIO YHUUTOXXUTD Bee (hailiibl M JaHHBIE, TOJJKOHTPOJIbHBIE
M0JI30BATEINI0, OT UMEHH KOTOPOro ObljIa 3amyleHa 3apaxEHHas IporpamMma, a TakykKe OBPEAUTh
WIH Ja)kKe YHUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMu ainamu B 11iesioM. B GonpiinHcTBE
CJIy4aeB pacIpoCTPaHAIOTCS BUPYCHI 4epe3 UHTEPHET.

MeTob! 3alUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Vcnonws3yii COBpeMEHHBIC OINEpPAllMOHHBIC CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHB
3alIUThI OT BPEIOHOCHBIX MTPOrpamM;

2. TloctosHHO ycTaHaBiIWBail mauyTd (IUGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTAHABIIMBAIOTCS C LENBI0 JAOPAOTKH MPOrpamMMbl) U JApyrue OOHOBICHHS CBOEH
oTepalMoHHOM cucTeMbl. CKaunBail UX TOJBKO ¢ O(UIIMATILHOTO caidTa pa3paboTynka
OC. Ecnu cymiecTByeT pesKuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMITBIOTEpE TIOJ NIPaBaMU I0JIb30BATENs, & HE aJMHUHHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM HHCTATUPOBATHCS HA TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBHPYCHBIE NPOrPAMMHBIE MPOIYKTHI U3BECTHBIX MPOU3BOIUTENCH, C

aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb GpU3MUECKUI JOCTYI K KOMIIBIOTEPY /ISl IOCTOPOHHUX JIHII;

6. Hcmonp3yii BHENTHHUE HOCUTEIHN HHPOPMAIINH, TaKKue Kak (iemka, Tuck win Qaiin u3
UHTEPHETA, TOJIKO U3 MPO(EepPEHHBIX HCTOUHUKOB;

7. He oTkpeiBail KOMIbIOTEpHbIE (ailyibl, NOJYyYEHHbIE U3 HEHAIEXKHBIX HUCTOYHHKOB.
Haxe Te ¢aiinpl, KOTOpble HpUCIad TBOM 3HAKOMbIH. Jlydmie yTouyHM y Hero,
OTIIPABJISI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 570 He BHI mepeaunl JaHHBIX, HE TEXHOJOTHs, a BCETO JIHIbL OpeH 1, mapka. Emre
B 1991 rony Hunepnanjackas xommanus 3apeructpuponana opena « WECAy», uro o6o3Hayaio
cioBocoueTanue «Wireless Fidelity», KOTOpbIii mepeBOAUTCS KaK «OECIpOBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHM Joluia Jpyras a0OpeBuarypa, KOTOpas SBISETCS TaKOM ke
TexHoJoruei. 1o abbpeBuarypa « Wi-Fiyn. Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3ByKOBOU TexHUKH Hi-Fi, uTo B mepeBo/ie 03Ha4aeT «BBICOKAst TOYHOCTDY.

Ja, OecruiaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX M a’poropTrax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BbIX0/1a B HHTEpHET. HO MHOTHE 3KCIIEPThI CUMTAOT, YTO 001ea0cTynHbIe Wi-Fi

CETH HE ABJIAIOTCSA O€30IMaCHBIMHU.

CogeTsl 110 Oe30macHOCTH paboTe B 00MIeA0CTYHBIX ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopmanmio depe3 odbmienoctymubie Wi-Fi cern.
Pabotas B HuX, *eaTelbHO HE BBOJUTD ITapOJIH IOCTYIIA, JOTMHBI U KaKHe-TO HOMEpa,
Hcnonp3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOTpaMMBbl U OpaHamayep. Tem caMbIM ThI
oGe3omnacuilb cesi 0T 3aKaYKU BUPYyCa Ha TBOE YCTPOHCTBO;

[Ipu wucnonb3oBanuu Wi-Fi otkmtoun ¢ysnknuio «OOmmit noctyn k ¢aiinam u
npunTepam». JlaHHas (QYHKIUS 3aKpbelTa IO YMOJYAHUIO, OJHAKO HEKOTOpHIE
10JIb30BATENH aKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOJIb30BaHUSI B paboTe Win yueoe;

He ucnons3yit myonuunsiii WI-FI ns nepenaum JuuHBIX JaHHBIX, HAIpUMeEp, IS
BBIXOJIa B COI[MAJIbHBIE CETU WK B JIEKTPOHHYIO [IOUTY;

Nnonp3yit Tonpko 3ammiueHHoe coeauHenue dyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

B wmoOunbHoM Tenepone ortkmroun  QyHkumio «[loakmrouenme k- Wi-Fi
aBToMaTuyeckn». He normyckail aBTOMaTHUeCKOro MOJKIFOUEHHS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOCTO cornacusi.

Couuaﬂbele cemu

ConuanbHbIe CeTH aKTUBHO BXOJAT B HAIIy JKU3Hb, MHOTHE JIFOAU PAaOOTAIOT U KHUBYT TaM
nocTosiHHO, a B Facebook yke 3aperncTtpupoBaH MHJUIMAP]] YEIOBEK, YTO SIBJISCTCS OJTHOM
CeIbMON BCEX JKHUTENel IIaHeTbl. MHOTHE MOJbh30BaTeNId HE MOHUMAIOT, YTO HHQOpMAIMS,
pa3MeICHHAs UMHU B COIMAIILHBIX CETSAX, MOXKET OBITh HalICHA W HMCIIOJIb30BaHA K€M YT'OJIHO, B
TOM YHUCJI€ HE 0053aTeNHHO ¢ OJIarMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO 0E30IIACHOCTU B COLUAJIBHBIX CETAX:

1.

2.

Orpannub CHUCOK Apy3ei. Y TeOsi B NPy3bsAX HE JOJDKHO OBITh CIy4aWHBIX W
HE3HAKOMBIX JIFOICH;

3amminaii CBOI 4YacTHYIO JKWM3Hb. He ykaswiBaii mapoisu, tenedoHbI, aapeca, JaTy
TBOETO POXACHUA M APYTyIO JUYHYI HHDOpPMAIHIO. 3JOYMBIIUICHHUKH MOTYT
WCIOJIb30BaTh Jlake MH(OpPMAalMIO O TOM, KaK Thl U TBOU POJUTENH IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amminaii CBO0 penyTaluio - JEPKU €€ B YUCTOTE M 3aj1aBail cebe BOMPOC: XOTel Obl
ThI, YTOOBI JIPYTUE MOJB30BATEM BUACIH, YTO ThI 3arpyxaemnisb? [lomymaii, mpexe
YeM YTO-TO ONYyOJIMKOBaTh, HANIMCATh U 3aTrPYy3UTh;

Ecau Tel roBOpHIIB € JIIOABMU, KOTOPBIX HE 3HACII, HE UCIIOJIb3YH CBOE peaTbHOE UMS
U APYTYIO JINYHYIO0 UH(pOpMALMU: UM, MECTO )KUTEIbCTBA, MECTO YUeObl U IIpOYee;
N3beraii pazmenienus dotorpaduii B IHTEpHETE, T1I€ THI N300pa)K€H Ha MECTHOCTH,
10 KOTOPOI MOKHO OIPEJEIUTh TBOE MECTOIIOJIOKEHUE;

[Ipu perucrpanuu B COIMAIBHONU CETH HEOOXOIMMO MCIIOJIb30BATh CJI0KHBIC MTAPOJIH,
cocrosiiue u3 OykB ¥ U(p U ¢ KOJIMUYECTBOM 3HAKOB HE MEHee §;

JI1st counanbHOM CeTH, MOYTHl U APYTMX CAaWTOB HEOOXOIUMO HCIIOJIb30BATh Pa3HbIC
napoiu. Toraa ecinu Te0s B3J0MAIOT, TO 3I0YMBIIUICHHUKH MOTYYaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmpornHwvle OeHbeu

BHCKTpOHHBIe JCHBT'H — 3TO OYCHb y,[[O6HBII>i croco0 HJ'IaTe)KefI, OJIHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPLIC XOTAT MOJYUUTh 3THU ACHBI'U.

BHGKTPOHHI)IG JCHBI'M ITIOSABHJIMCH COBCEM HCAABHO W HMMCHHO H3-3a 3TOI'O BO MHOT'HX
rocyapcCTtBax 40 CHUX IIOp HEC HNPOIHMCAHO IIPO HUX B 3aKOHAX.
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B Poccun sxe oHM QYyHKIMOHUPYIOT M O HAX YK€ TPOIIHCAHO B 3aKOHE, TJI€ UX Pa3IeisioT
Ha HECKOJIbKO BUJIOB — aHOHMMHBIE M HE aHOHUMHBIE. Pa3HKIIa B TOM, 4TO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3penraeTcsi MPOBOIUTH Olepanud 0e3 HISHTH(PHUKAIWK MOJb30BaTEsl, a B
HEaHOHMMHBIX MJICHTU(UKALIMYU TT0JIb30BATENS SBIISETCS 00s13aTEIbHOM.

Taxoke cienyer pas3inyarh 3JIEKTPOHHBbIE (DUATHBIE JAEHBIM (PaBHBI T'OCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HEQHUATHBIE IEHbI'M (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 06€30MacHON PadOoTe C AINEKTPOHHBIMU JCHBIAMHU:

1. TlpuBsxu K cueTy MOOWIBHBIN TenedoH. DTO caMblii YAOOHBIH M ObICTPBIN crOCO0
BOCCTAaHOBUTH JOCTYN K cuery. [IpuBs3aHHBIN TenedoH MOMOXKET, eciu 3a0yAelb
CBOU IUIATEKHBINA M1apOJIb WX 3aUAE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yii oqHOpa3oBkie mapoid. [locie mepexoia Ha YCHIICHHYIO aBTOPHU3AIUIO TeOe
yke He Oy/IeT yrpoXaTh OMACHOCTh KPaXKH UJIU MepexBaTa MIaTeKHOTO Mapodis;

3. BwiOepu cioxsbIl mapoib. IlpecTymHukamM OyaeT HE MPOCTO yraaarh CIIOKHBIN
naposs. HaznexHsle napoiay — 3TO Mapoiiv, KOTOpbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE U IPOMUCHBIE OYKBBI, HU(PHl U HECKOIBKO CHMBOJIOB,
TaKWe Kak 3HaK JoJutapa, (yHTa, BOCKIMIIATSIIbHBIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE ITaHHBIE HA CaiiTax, KOTOPHIM HE JOBEPSECIIb.

afleKmpOHHaﬂ nouma

DNeKTpOHHAs oYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €0 YCIIYTH IO MEPECHIIKE U
MOJTYYEHHUIO AJIEKTPOHHBIX COOOIICHMIA, KOTOpBIC PACIPEACISIOTCS B KOMITBIOTEPHOU CETH.
OO6b14HO 3JIEKTPOHHBIN MOYTOBBII AIIUAK BBITJISITAT CIEAYIOUUM obpazoM:
UMs_TIOJh30BaTeA(@uUMs_ToMeHa. Takke KpoMme Tmepefadyd IMPOCTOT0 TEKCTa, HMEeTCs
BO3MOXKHOCTb IepeaBaTh (pailsbl.

OcCHOBHBIE COBETHI 110 06€30MMacHON PaboTe ¢ AIMEKTPOHHON TOYTOM:

1. Hano BeIOpaTh MpaBUIIbHBIN OYTOBBINA cepBHC. B MHTEpHETE €CTh OrPOMHBIN BBIOOP
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JOBEPSATh TEM, KOIO 3HACIIb U KTO
IIEPBBII B PEUTUHIE;

2. He yka3piBaii B TMYHON mouTe JU4HYI0 MH(MOpmaruio. Hanpumep, sydiie BIOpaTh
«My3bIKaNbHBIN _(panaT@» mim «pok2013» BmecTo «remal3»;

3. Hcnonp3yii IByXdTalHyI0 aBTOPU3ALMI0. DTO KOTJIa TOMUMO Maposisi Hy’KHO BBOJUTh
KOJI, IpUcChLIaeMblIil mo SMS;

4. BpiOepu CIOXHBIA Maposib. [ KaXX70ro TMOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HAJICKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnam ectb BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMUHBIM BOIIPOC, MCHOIB3YH 3Ty
BO3MO>XHOCTB;

6. Hcrmonp3yil HECKOJIBKO TOYTOBBIX SMIMKOB. IIepBBIA Isi YacCTHOHW NEPEIUCKH C
ajpecaTaMM, KOTOPBIM Tbl JIOBEpSIElIb. OJTO JJIEKTPOHHBIM aJpec HE Hajo
MCIOJIb30BaTh IPU PETUCTPALIUU Ha popyMax U caiTax;

7. He oTkpsiBail aitiibl U Ipyrue BIOKEHHS B MUCbMaXx JAake €CJIM OHU MPUIILIN OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIIPABIISUTH JTH OHU TeOe 3Th (haiiibl;

8. Tlocne okoHuaHus paboOTHI HA TOYTOBOM CEpPBUCE MEPE 3aKPHITHEM BKIAJKHU C CANTOM
He 3a0y/p HaKaTh Ha « BeIATHY.
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Kubepbyanune unu supmyanvHoe u30e8amenbcmeo

KubepOynnuur — mnpecieqoBaHue COOOHICHUSIMU, COJEPXKAIIUMH  OCKOpOJICHHUS,
arpeccuio, 3alyruBaHue; XYJIUTAaHCTBO; COLUAIBbHOE OOWKOTHPOBAHUE C MOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYIUTMHIOM:

1.

N

o

He Opocaiicst B 60ii. JIyummii cmoco0: mocoBeTOBaThCsl Kak ce0si BECTH M, €CIH HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHayalle yCNOKOUThCS. Eciau Thl HauHemb
OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJIEHHs, TO TOJBKO eIle OOJIbIIe pPa30oXiKelllb
KOH(JIHKT;

Ympasisii cBoeil kubeppemyTaruei;

AHOHMMHOCTh B ceTu MHuMas. CyIIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

He crout Bectu xynuranckuii o0pa3 BUpTyajabHOU KU3HU. IHTEpHET QUKCUpyeT Bce
TBOU JCUCTBUS U COXPaHSET UX. Y AaIUTh UX Oy/AeT KpaiHe 3aTpyTHUTEIbHO;
Cobnronait CBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyii equHu4HbIN HeraTuB. O1HOPa30Bble OCKOPOUTENbHbBIE COOOLICHHUS JIyUlIe
urHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcsi Ha Ha4aJIbHOM CTaANH;

ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COIIMATIBHBIX
CeTSIX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTIIPaBKU COOOILIEHUI C OMNpeesIeHHbIX
aZpecos;

Eciu Tl cBugerens kubOepOysuinHra. TBOM JEHCTBUS: BBICTYHHUTb IPOTUB
IpecieaoBaress, I0Ka3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HETAaTUBHO,
MOAJEPKaTh KEPTBY, KOTOPOW HYXHaA IICHUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpeCCUBHOTO IMOBEICHUS B CETH.

Mobunvuwiii menegon

CoBpeMeHHbIe CMapT(OHBI U IUTAHIIETHI COAEPKAT B ce€Oe BIIOJIHE B3POCIbIN (yHKIIMOHAT,
U Tenepb OHU MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMH KoMmbioTepamu. OmHAKO, CPEACTB
3aLUTHI 7151 TOI00HBIX YCTPOUCTB MTOKA O4€Hb MaJo. TecTupoBaHe M OUCK YA3BUMOCTEH B HUX
IPOUCXOIUT HE TaK MHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcs 1 MOOWIIBHBIX TIPHIIOKECHUH.

CoBpeMeHHbIC MOOHMIIbHBIE Opay3ephl y)Ke MPAKTUUECKH JOTHAIN HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BJEYeT 3a €000 OONBIIYI0 CIOKHOCTH W MEHBIIYIO
3aIIUIIIEHHOCTb.

Jlarnieko He Bce MPOU3BOJUTENIM BBIMYCKAIOT OOHOBJICHHMSI, 3aKPHIBAIOLIUE KPUTUUYECKUE
YA3BUMOCTH JIJISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TeneoHa:

1.

ok w

Huyero He sBnsiercs no-HacrosineMy 0ecruiaTHeIM. byib ocTopokeH, Besib Korja Tede
npeajaraT OecrjaaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIC
yCIIyTH;

Jymaii, pexxae dem otrpaButh SMS, $hoTo uimu Buaeo. Thl TOYHO 3HACIIB, TJI€ OHH
OyayT B KOHEUHOM UTOTE?

HeobxonumMo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;

Hcnonb3yit aHTHBUPYCHBIE TIPOTPAMMBI JJIsI MOOVITEHBIX TeJIe()OHOB;

He 3arpyxaii npunoxeHusi OT HEM3BECTHOTO UCTOYHHKA, BEAb OHU MOTYT COJIEPKATh
BpPEJOHOCHOE MPOrpaMMHOE 00€CTIEUEHHUE;
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6. Ilocme Toro Kaxk THI BBIAICIIL C CalTa, TNIe BBOJIWI JIHYHYIO WH(POPMAINIO, 3aii 1 B

HACTpOIiKu Opay3epa u yaanu cookies;

[lepronuveckn mpoBepsi KaKue IUIATHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

8. laBaii cBoif HOMEep MOOMJIBHOTO Tese(hOHA TOJNBKO JIFOJSAM, KOTOPBIX Thl 3HACIlb U
KOMY JIOBEPSICIIIb;

9. Bluetooth momkeH ObBITH BBIKIIIOUEH, KOTJIa ThI UM HE MoJsb3yenibcsi. He 3a0biBait
WHOT1a TIPOBEPSITH ITO.

~

Online uepwt

CoBpeMeHHbIE OHJIAMH-UTPHI — O3TO KPACOYHBIC, 3aXBaTHIBAIOIINE pA3BJICUCHUSI,
00BEAMHSIONINE COTHU THICAY YENIOBEK MO BceMy Mupy. Mrpoku uccienyroT AaHHBIA UM MUD,
00LIat0TCs IPYT C APYTrOM, BBIIOJHSIOT 3aJaHHsl, CPAXKAIOTCS C MOHCTPAMU U MOJIY4arOT OMbIT. 3a
YIOBOJIbCTBUE OHU IUJIATST: MOKYMAIOT IUCK, OIUIAYUBAIOT a00OHEMEHT WU MPHOOPETAIOT KaKue-
TO OIILIHH.

Bce atm cpexctBa MayT Ha IOAJAEpKAHWME M pa3BUTUE MIPhI, a TaKKe Ha camy
0€30IacCHOCTh: COBEPUICHCTBYIOTCS CHCTEMbl aBTOPU3AIMH, BBIMMYCKAIOTCS HOBBIE MaT4H
(dpoBBIC 3aIUIATKY IS IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT oIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoOJjid, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOPpU3allun OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceOs III0X0 WU CO37aeT TeOe HEMPHUITHOCTH, 3a0JIOKUPYI
€r0 B CIIMCKE UTPOKOB;

[loxxanmyiics agMUHUCTpaTOpaM UIPhl Ha IIJIOXO€ TIOBEJEHHE O3TOr0 HrpoKa,
KeNaTeJIbHO MPUIOKUTH KaKUe-TO JJOKa3aTelIbCTBa B BUJE CKPUHOB;

He yka3piBait muunyto nadopmaruio B mpodaiisie urpsl;

YBaxkail Ipyrux y4aCTHUKOB II0 UTPE;

He ycranaBnuBaii HeounaabHbIE TATYA U MOJIBI,

Hcnonw3yi COXKHBIE U pa3HbIE NIAPOJIU;

Jlaxxe BO Bpemsi UTpbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Wrpaeiib, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nook~w

Duwune unu Kpaosica JTU4YHbLX OaHHbIX

OObIuHOM Kpaxel JIeHer W JOKYMEHTOB CEroAHA YK€ HHUKOro He yAuBHfIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJOTUH 3JIOYMBIIUICHHHKM IIE€PEMECTHWINCh B  HHTEPHET, U
IIPOJOJDKAIOT 3aHUMATHCS «JIFOOUMBIMY JETIOM.

Tak mosiBUNIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TI1aBHAs IIETh
KOTOPOTO COCTOUT B IOJIyY€HHH KOH(QUICHIIMAIBHBIX JaHHBIX ITOJIb30BaTeNieii — JIOTHHOB U
napoJieii. Ha anrnuiickom si3pike phishing unraercs kak ¢ummuHr (ot fishing — peiOHas OB,
password — mapouib).

OcHOBHBIE COBETHI IO O0PHOE ¢ PUIIUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Ecinu Thl mojo3peBaelllb, YTO TBOS aHKeTa ObuLla
B3JIOMaHa, TO HEOOXO0JMMO 3a0JI0KUPOBATH €€ M COOOIIUTH aIMHUHUCTPATOPAM pecypca
00 3TOM KaK MOKHO CKOpEEe;

2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3nHOB M MTOUCKOBBIX
CHCTEM;
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3. Hcnonw3yii cioXKHBIE M pa3HbIC Mapoid. TakuMm o0pa3oM, eciu TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYH TOJIBKO K OAHOMY TBOEMY IPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu te6s B3110Mai, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE

n00aBlIeHBl Y T€0SI B JIPY3bSX, O TOM, YTO T€OS B3JIIOMAIH M, BO3MOXKHO, OT TBOETO

UMEHH OYZET pacchlIaThbCs CIaM U CChUIKU Ha (DUIITMHIOBBIE CANTHI;

VYcranoBu HagexHbIi mapois (PIN) Ha MOOMIIBHEIN TenedoH;

OTKIIIOYM cOXpaHEHue naposis B Opaysepe;

7. He otkpsiBail ¢aiiiibl U Ipyrue BIOKEHHS B MHCbMaXx JaKe €CJIM OHU MPUILLIN OT TBOUX
npys3eil. Jlydine yTouHd y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (paiiibl.

oo

Lugposas penymayusa

udposas pemyrtanus - 3TO HEraTUBHAsl WJIM MO3UTHUBHAS MHGoOpMalus B ceTu o Tede.
Komnpomerupytonias nadopmanus, pa3MmelleHHass B UHTEPHETE MOXET CEphe3HbIM 00pa3zom
OTpa3UThCs HA TBOEH peanbHOM ku3HU. «L{udpoBas pemyranus» - 3T0 TBOH UMHIK, KOTOPBIH
dbopmupyercs u3 nHGopMaIuu o0 TeOe B UHTEPHETE.

TBOE MecCTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa
U paccKasbl 0 OIM3KUX — BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONMKaluy JTUYHON HMH(popManuu B
HurepHeTte, He MOHNMAas BO3MOKHBIX ITocaeACTBU. ThI Tajke HE CMOKEIIb J0TaIaThCs O TOM, YTO
dororpadus, pazmerieHHas 5 eT Hazaj, cTajla IPUYMHON OTKa3a MPUHATH TeOs Ha PaboTy.

Kommenrapuu, pazmenienie TBoux (potorpaduil u aipyrue AeicCTBUS MOTYT HE UCUE3HYTh
Jlake 1oCjIe TOro, KaK ThI X yJaluIIb. Thl HE 3HACIIb, KTO COXPAaHMI 3Ty HH(OpManuIo, rmormaia
JM OHAa B IOHMCKOBBIE CHCTEMBbl M COXpaHWJIACh JU OHA, a TJaBHOE: YTO MOAYyMaroT o Tebe
OKpYXXarolee JIOM, KOTOpble HalayT U yBUAAT 3To. Haiitn mHbOpMannio MHOTo JIeT crycts
CMOXeT JIF000H — Kak 13 JOOPBIX MOOYXKACHUH, TaK U C HAMEPEHHEM IPUYUHHUTD Bpe. DTO MOKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI T10 3aITUTE ITUGPOBON perTyTaIuu:

1. Tlomymaii, mpexae 4eM 4TOo-TO MyOIMKOBaTh M IEpenaBaTh y ceds B Oiore wid B
COIIMAJIHOM CETH;

2. B nactpoiikax npo¢uiis ycTaHOBH OTPaHUYCHHUSI HA TIPOCMOTP TBOETO MPOQHIISL U €T0
COAEPKUMOTO, CAETal €ro TOJIBKO « IS IPYy3eiD»;

3. He pa3memaii u He yka3bIBail HHOOPMAIIHIO, KOTOpask MOXKET KOTO-TM00 OCKOPOISATh
WU OOMIKATh.

Aemopckoe npago

CoBpeMeHHbIC IIKOJIbHUKH— aKTUBHBIE TT0JIb30BaTENN U(GPOBOTro npocTpancTBa. OIHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMH BO3MOXXKHOCTSIMH LU(PPOBOro Mupa Tpedyer
COOITIO/ICHHS TTPAB HA MHTEJJICKTYAIbHYIO COOCTBEHHOCTD.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTH» OTHOCUTCS K PAa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pEeTEeHUI U 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTD
Ha TMpPOAYKTbl M YCIyrd, W 3aKaH4YuBas KHUramu, QortorpadusiMu, KUHOPWIBMAMU MU
MY3bIKAJIbHBIMU ITPOU3BEICHUSMU.
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ABTOpCKHE IIpaBa — 3TO NpaBa Ha MHTEJUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATYpPbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOopa HE OyIeT HampacHBIM, JAcT €My CIIpaBeIJIMBBIE
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysbTaTaX CBOETro TPy, MOJIYYUTh U3BECTHOCTb U MPHU3HAHUE.
Huxkro 0e3 pa3pelieHus aBTopa HE MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHHE, PACIPOCTPAHSTh,
nyOJIMYHO JIEMOHCTPUPOBATh, MNpPOJAaBaTh, WMIOPTUPOBAThH, IyCKaTb B TPOKAT, MYOIUYHO
UCIIOJIHSAThH, TIOKa3bIBATH/UCIIONIHATH B AdUpe WK pa3MeniaTts B IHTepHeTe.

Hcnonb30BaHne «IUPAaTCKOT0» MPOrpaMMHOI0 00€CTIeYeH s MOKET IPUBECTH K MHOTUM
pHCKaM: OT IMOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHM TBOEIO YCTPOMCTBa, IJe
YCTAaHOBJICHHBI HE JierajgpHas mnporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1eCh Thl MOXEMIb Y3HaThb O
0€30MacHOCTH B CETH MOHATHBIM M JIOCTYITHBIM SI3BIKOM, @ MPU BO3HUKHOBEHHH KPUTHUYECKOU
CUTyalluu OOpaTUTHCA 32 COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKypcax M CTaTh CaMbIM
U (POBBIM T'pakITaHUHOM !
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Ipuio:xenne Ne3. [lamsaTka a5 poauresieii 00 HHPoOPpMALMOHHON 0e€30MIACHOCTH AeTeil

Ompenenenue TepMuHa «uH(OpMaAIMOHHAs O€30MacHOCTh JETEH» COACPKUTCA B
®enepansHoM 3akoHe Ne 436-D3 «O 3ammre aereil oT nHGOpMALUY, TPUUYUHSIONIEH Bpea UX
3I0POBBIO U PAa3BUTHIO», PErYIUPYIOLUIMM OTHOLICHHS, CBSI3aHHbIE C 3alIUTOM JeTel oT
UH(POPMALIUH, IPUUUHSIOIIEH BPE] UX 3710pOBBIO U (WiIK) pa3BUTHIO. COINIaCHO JaHHOMY 3aKOHY
«uH(popmanoHHasi 0e30MacHOCTh JETE» - 3TO COCTOSHUE 3aUIUILEHHOCTH, MPU KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIH C NpPUUYMHEHHEM HH(pOpMalMeld BpeAa MX 370pOBbI0 U (WIH)
¢buznyecKoMy, ICUXUYECKOMY, TyXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepansuoro 3akona Ne 436-03 undopmanueid, MpUIHHSIONIEH Bpe] 3J0POBbIO
U (UJTM) pa3BUTHUIO JETEH, SIBISETCS:

1.
2.

w

8.
9.

nH(popMaIys, 3anpeiieHHas Jjisl pacpoCTPAHECHHS CPEIn AETeH;

uH(popMalIrs, pacpoCTpaHeHNE KOTOPOH OTPAaHUYEHO CPEU IeTell  OrpeeIeHHBIX
BO3PACTHBIX KaTETOPHil.

K undopmanmu, 3anpemieHHol uist pacpOCTPaHEHHUS CPeH eTei, OTHOCUTCS:
nHpopmanus, modyKaaromas JIeTel K COBEPIICHUIO ICHCTBUMA, MPEACTABIISIONINX
yrpo3y WX KU3HU U (WIH) 30POBBIO, B T.4. MIPUUMHEHUIO BPEla CBOEMY 3/10POBBIO,
CaMOyOHUHCTBY;

CIIOCOOHOCTh BBI3BATh Yy JACTEH KelaHWe YMNOTPEeOUTh HAPKOTHUYECKHE CPE/ICTBA,
MICUXOTPONHbIE © (WIM) OJAYpPMaHUBAIOIIME BEIIECTBA, TabayHbIC W3ACIINS,
QIKOTOJBHYI0O W CHUPTOCOAEPIKALLYK)  MPOAYKIHMIO, TMBO U  HANUTKH,
W3rOTaBIIMBa€MbIE Ha €ro OCHOBE; MPUHATh y4acTHE B a3apTHBIX UIpaxX, 3aHUMAaThCS
MPOCTUTYLIUEH, OPOISHKHUYECTBOM I TOMPOIIAHHUYECTBOM;

00OCHOBBIBAIOIIAS WJIH ONPaBbIBAIOIIAS IOITYCTUMOCTD HACUITUS U (WJIH) )KECTOKOCTH
60 moOyKIaromas OCYIIeCTBISATh HACHIBCTBEHHBIE JCUCTBUS MO OTHOIICHUIO K
JIIOJSIM M )KUBOTHBIM;

OTPUIIAIOIIAST CEMEWHbBIE IIEHHOCTH U (OPMHUPYIONIAs HEYBAKCHHE K POAMUTEISIM U
(Wm) IpyruM 4ieHaM CeMbH;

OMPaB/IbIBAIOIIAS] IPOTUBOIIPABHOE ITOBE/ICHHUE;

coJieprKaliasi HeLleH3YpHYIO OpaHb;

10. conep:xamiast uH(GOPMAIHIO TOPHOTPAYUIECKOTO XapaKTepa.

K undopmanuu, pacrnpocTpaHeHHE KOTOPOH OTpaHUYEHO CPeIH AETed OMpeaeseHHOTO
BO3pacTa, OTHOCUTCS:

1.

4.

nH(popMaIys, MpeACTaBlisieMas B BUAC W300paKCHHSI WM OMHCAHUS KECTOKOCTH,
¢uzmveckoro W (WIM) TICUXMYECKOTO HACWIHs, TPECTYIUICHUS WX HWHOTO
AHTHOOIIECTBEHHOIO JICHCTBUS,

BBI3bIBAIOLIAs y JETeil CTpax, y)Kac WIM NaHUKy, B T.4. NpeJAcTaBisieMass B BHJE
M300paXCHUs] WM OINKCAaHUS B YHIDKAIOMIEH YelIOBEYECKOE JOCTOMHCTBO (hopMme
HEHACWJIbCTBEHHON cMepTH, 3aboieBaHMs, CaMOYOHUIICTBa, HECYACTHOIO Ciydas,
aBapuu WM KaTacTpodsl U (WIN) UX MOCIIEACTBUH;

npecTaBisieMas B BUJIE W300paK€HUSI WM OMUCAHUS MOJIOBBIX OTHOIICHUN MEXIY
MY>KYHUHOU U KEHIIUHOM;

coJiepskariasi OpaHHbBIE CIIOBA M BRIPAKEHUS, HE OTHOCAIINECS K HEIICH3ypHOU OpaHHu.

C yuetoMm 3Toro Bam mpemararorcs rnpaBuia paboTel B ceTd MIHTEpHET M pa3IndHbIX
BO3PACTHBIX KaTErOpHid, COOJIIOJICHHE KOTOPBIX IO3BOJUT OO0CCICYUTh WH(POPMAIMOHHYIO
0€e30I1acHOCTD BAIlINX JETEH.

Obwue npasuna 01 pooumerneti



1. HeszaBucumo OT Bo3pacta peOEHKa UCIONB3YHTe MporpaMMHOe oOecrieueHue,
noMoraromiee (QUIbTPOBaTh M KOHTPOJIMPOBAaTh HH(OpManuio, HO He nojaraiirech
MOJIHOCTBIO Ha Hero. Bare BHUMaHue K peOEHKY - TIaBHBIA METOJ] 3aIUTHI.

2. Ecnu Bam pebGeHOK MMeeT akKayHT Ha OJHOM M3 colualibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMAaTeIbHO W3y4YUTE, KaKyl0 HH(OPMALNIO
MOMEIIAIOT €r0 YYaCTHUKH B CBOMX MpoduiIsix u O1orax, Bkitoyas Gpororpaduu 1 BUIEO.

3. IIpoBepbTe, ¢ KaKUMHU IPYTHMMHU CaliTaMH CBSI3aH COIMANIBHBINA cepBUC Bamero peGeHka.
Crpannuku Bamero pe6eHka MOryT ObITh 6€30MaCHBIMM, HO MOTYT U COJEPKATh CChIIKU
Ha He)XeJlaTeNIbHbIE U ONTaCHbIE CalThl (HApUMED, TIOPHOCANT, WK CAWT, HA KOTOPOM JIpYT
YIIOMHHAET HOMep coToBoro teiedona Bamero pebenka wiu Bam nomamnuii agpec)

4. Tloompsiite Bamux mereld cooOmaTh 000 BCEM CTPAaHHOM WJIM OTTAJIKWBAIOIIUM M HE
CJIMIIKOM OCTPO pearupyiTe, Korja OHH 3TO JAeNaroT (M3-3a OMAaCeHUs MOTEPSTh JOCTYI K
WuTepHeTy neTH HE TOBOPAT pPOAMUTENSIM O Mmpoljemax, a TakKe MOIyT HaudaTh
UCII0JIb30BaTh MIHTEpHET BHE 10Ma U IIKOJbI).

5. Bbynpre B Kypce cereBoil xu3Hu Bamero pedenka. MHTepecyiitech, KTO UX ApPY3bs B
WHTEpHET TaK ke, KaK UHTEPECYETECH PEAIbHBIMU IPY3bsIMHU.

Bospacm om 7 0o 8 nem

B Hurepuere peOeHOK cTapaeTcsi MOCETUTh T€ WM MHBIE CalThl, @ BO3MOXKHO U YaThl,
paspelIeHne Ha MOCEIEHHe KOTOPBIX OH He MOIy4ui Obl oT poaurenel. Ilostomy poautensim
0COOEHHO TOJe3Hbl OyAyT T€ OTYeThl, KOTOpPbhIE MPEJOCTABJIAIOTCA MPOTrpaMMaMH IO
OTPaHUYEHUIO UCHOJb30BaHUsA VHTepHeTa, T. €. Poaurenbckuil KOHTPOJIb WIM TO, YTO BbI
CMOXeTe YBUJIETh BO BpeMEHHBIX (aitnax. B pesynbrare, y pedenka He OyIeT OIIyIIeH s, YTO 3a
HUM BE/I€TCS HIOCTOSHHBINA KOHTPOJIb, OJHAKO, POAUTENH Oy1yT O-NPEKHEMY 3HATh, KAKHE CAalThI
nocemaer ux pedeHok. Jletn B JaHHOM BO3pacTe O0JaJaroT CHIIBHBIM YYBCTBOM CEMbH, OHU
JIOBEPUMBBl M HE COMHEBAalOTCs B aBTopureTax. OHM JIOOAT UrpaTh B CETEBbIE UIPBl U
MYTEIIEeCTBOBATH 10 MIHTEpHETY, UCHOJB3YS JIEKTPOHHYIO MOYTY, 3aXOAUTh Ha CANThI U YaThl, HE
PEKOMEH/I0BaHHbIE POJIUTEIISIMHU.

Cosetbl 110 Oe30macHocTy B cetu HTEepHeT aiis neteit 7-8 et

1. Co3paiiTe cMCOK JOMAIIHUX MPaBHJI MOCEIIeHUs MIHTepHeTa NpH y4acTHH JeTed U
TpeOyiTe ero BHITTOJTHCHHUS.

2. TpeOyiite or Bamero peOGeHka coOJIOAEHUS BpPEMEHHBIX HOPM HAXOXKJICHHS 3a
kominbroTepoM. [lokaxure pebeHky, uro Bol HaOnronaeTe 3a HUM He oTomMy 4To Bam
3TO XOYeTcs, a MOTOMY uTO Bbl OecriokouTech 0 ero 0€30MacHOCTH U BCET/ia TOTOBBI
€My ITIOMOYb.

3. Kommnbrotep ¢ nogkirouenueM Kk VHTepHETY JOHKEH HAXOJUTHCA B OOIEH KOMHATe

IIOJl IPUCMOTPOM POAUTEIEH.

Hcnone3yiTe cnenuanbHble JETCKUE IIOUCKOBBIE MAILIMHBI.

Hcnonb3yiiTe cpencTBa OJ0KHPOBAHUS HEXKENATEIbHOIO KOHTEHTA KaK JOMOJIHEHHUE K

CTaHJIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. CoznmaiiTe ceMEWHBINH SJEKTPOHHBIA SIIUK, YTOOBI HE TO3BOJIUTH JETIM HMETh
COOCTBEHHBIE a/ipeca.

7. bnokupyiite HOCTYyI K caiiTaM ¢ OeCIJIaTHBIMU IOYTOBBIMHU SIIIMKAMH C IOMOIIIBIO
COOTBETCTBYIOLIETO MPOrPaMMHOI0 00eCIIeYeHusl.

8. Ilpmyunte nereii coBeTroBaTbcs ¢ Bamu mepex omyONIMKOBaHHEM KakKOW-THOO
MHPOPMALIUU CPEAICTBAMH 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U
npoduei.

9. Hayuwure nereil He 3arpyxath (paissl, IPOrpaMMbl UM MY3bIKY 0€3 Balllero coriacusi.

10. He pa3pemmaiite qeTsIM HCIIOIB30BATh CTYKOBI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

ok~



11.

12.

13.

14.

B «6enblit» crnucok caliToB, pa3pelIeHHbIX sl HOCEUIEHHsI, BHOCUTE TOJIBKO CaNThI C
XOpOLLEH peryTauuei.

He 3a0rpiBaiiTe OecenoBaTh C 1eThbMH 00 WX JIPY3bsix B MHTepHETE, KaK eciu Obl pedb
1A O JPY3bsIX B PEAIbHOM KU3HU.

He nenaiite «taby» u3 BONPOCOB MOJOBOM U3HHU, TaK Kak B VIHTepHETe 1€TH MOTYT
JIETKO HaTKHYTHCS Ha MOPHOTPA(UIO WIIN CAUTBI <«JUISl B3POCIBIX).

[Ipuyunte Bamero peOenka cooOumaTh BaM O JIOOBIX yrpo3ax WM TpeBOrax,
cBsA3aHHbIX ¢ IHTEepHEeTOM. OCTaBaiiTech CIIOKOMHBIMU U HAIIOMHUTE JETAM, YTO OHU
B 0€30I1aCHOCTH, €CJIM CaMU pPaccKaszajid BaM O CBOMX TpeBorax. IloxBamute ux u
MIOCOBETYITE MOJONUTH ellle pa3 B MOAOOHBIX CIIydyasx.

Bospacm oemeiti om 9 do 12 nem

B nanHoM Bo3pacTe AeTH, Kak MPaBHIIO, YK€ HACIHBIIMIAHBI O TOM, Kakas WHopMaius
cymectByeT B MHTepHeTe. COBEpIIIEHHO HOPMAIBHO, YTO OHU XOTAT ATO YBUIEThH, IIPOUYECTD,
ycnblmaTh. [Ipy 3T0M HyKHO TOMHUTB, YTO JOCTYI K HEXKEIaTeIbHbIM MaTepHaiaM MOYKHO JIETKO
3a0JIOKUPOBATh MPU MOMOIIU CPEACTB POIUTENHCKOTO KOHTPOJIS.

CoBerTnl 110 0€301acHOCTH U1 nereit oT 9 1o 12 ner

1.

2.

10.

11.

12.

13.

14.

15.

CozpaiiTe cIMCOK JOMAIIHUX IPaBWJ MocelleHus MHTepHeT npu ydactuu nereil u
TpeOyiTe ero BHITTOJTHCHHUS.

Tpebyiite ot Barero peberka co0ar01eHUS HOPM HaXOXKIACHUS 32 KOMITBIOTEPOM.
HabGmonaiite 3a peGeHKOM Tpu paboTe 3a KOMITBIOTEPOM, MOKAXKUTE €My, 4YTO BbI
0eCIoKOUTECh 0 €ro 0€30MaCHOCTH M BCETJ]a TOTOBBI 0Ka3aTh €My ITOMOIIIb.
Kommnbrorep ¢ mogkimtouenueM B IHTEpHET 10KEH HAaXOUTHCS B 001 KOMHATE MO/
IIPUCMOTPOM POJIUTEIIEH.

Hcnonb3yiiTe cpeacTBa OJI0KHMPOBaHUS HEKEIATEIbHOTO KOHTEHTA KaK JIOMOJIHEHHUE K
cTaHAapTHOMY PouTeNbCKOMY KOHTPOJIIO.

He 3a0p1BaiiTe mpuHUMaTh HEMOCPEICTBEHHOE YYaCcTHE B KU3HHU peOeHKa Oece0BaTh
¢ neTbMU 00 uX Apy3bsix B HTepHEeTE.

Hacrauaiite, 4TOOBI J€TH HUKOI/Ia HE COTIAIIAIIMCH HA JIMYHBIE BCTPEUHU C APY3bIMU
o Unrepuery.

[To3BosisiiTe AETAM 3aXOJUTh TOJBKO HAa CAWTHI M3 «OEIOT0» CIHCKA, KOTOPBIM
CO3/1aliTe BMECTE C HUMH.

[Ipuyunte pereil HUKOrZa HE BBIJABATh JIMYHYIO HMH(QOpPMAIMIO CpeICTBAMU
ANIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMH,
pErucTpallMOHHBIX (OpM, JHUHBIX TpOodUiIe U MpPU perucTpaluuud Ha KOHKYPCHI B
HNHurepHere.

[Ipuyunte nereii He 3arpyxath mporpaMmsl 0e3 Bariero paspemenus. O0bsiCHUTE UM,
YTO OHHM MOTYT CJIy4yalHO 3arpy3uTh BHPYChl WU JPYroe HEXKeIaTeJIbHOe
MIpOrpaMMHOE OOecreueHue.

Cozpaiite Bamemy peOeHKY OrpaHMUYEHHYIO YYETHYIO 3amuch JUIsl paboThl Ha
KOMITBIOTEPE.

[Ipuyunte Bamero peOenka cooOmaTh BaM O JIOOBIX yrpo3ax HIM TpEBOrax,
CBsI3aHHBIX ¢ MIHTepHeTOM. HarmoMHUTE NEeTsIM, 9YTO OHU B 0€30MaCHOCTH, €CITH CaMu
pacckazaii BaM O CBOMX TPEBOTax M OMaceHUsIX.

Pacckaxute netsim o moprorpaduu B IHTEpHETE.

HacrauBaiiTe Ha TOM, 4TOOBI AETH MPEAOCTABISUIA BaM JIOCTYI K CBOEH AIEKTPOHHOU
Mo4Te, YTOOBI BBl YOSAMIUCH, YTO OHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMH.

OObscHUTE JIeTAM, UTO HENb3s HCIONb30BaTh CeTh JJIS  XYJUTAHCTBA,
pacnpoCcTpaHeHUs! CIUIETEH WU yTpo3.



Bospacm oemeti om 13 0o 17 nem

B sTom BO3pPaCTC MOAPOCTKU AKTHBHO HCIIOJIB3YIOT IOHMCKOBBLIC MAIIWHBI, IMOJB3YIOTCA
3JIEKTPOHHOM IMOYTOH, CiIy’)kOaMM MTHOBEHHOTO OOMEHa COOOILEHHSIMM, CKAaUYMBAIOT MY3bIKY U
¢unbMbl. ManbunkaM B 3TOM Bo3pacTe 00JIblIIe 10 HpaBy CMETaTh BCE OIPaHUYECHHUSI, OHU KAXKIYT
rpy0oro roMopa, a3apTHBIX UTP, KAPTUHOK «IJIs1 B3POCIBIX». J|eBOUKU MPEeaNOYUTAIOT O0IIATHCS
B HaTax, Ipu 3TOM OHH ropasao Ooitee YYBCTBUTCIIbHBI K CCKCYaJIbHBIM AJOMOTaTCJIbCTBAM B
WHurepHere.

3a4acTyr0 B JJaHHOM BO3PACT€ POJUTEISIM YK€ BECbMaA CII0)KHO KOHTPOJIMPOBATH CBOUX
neTe, Tak kak 00 VHTepHeTe OHU y)Ke 3HaI0T 3HAYUTEIbHO 0O0JIbIle CBOUX poauTeneid. Tem He
MeHee, He OTIyCKalTe neTei B «cBoOOoaHOe muaBaHue» 1o MHrepHety. CrapaiiTech aKTHBHO
y4acTBOBaTh B 0011eHnn pedenka B IHTepHere.

Baxxno mo-mpexxnemy cTporo coOmomath npaBwia MHTepHeT-Oe30macHOCTH -
COTJIAllIEHUE MEXAY POAUTEISIMH W JIeTbMU. Kpome Toro, HeoOXOauMO KaKk MOXKHO dYalle
IIPOCMAaTPUBATh OTUETHI O JIeATeNbHOCTH nereit B MHtepHete. Creqyer oOpaTuTh BHUMaHUE Ha
HEOOXOJMMOCTh COACPKAHMS POAUTEILCKUX MapoJiell (mapoiieil aAIMHHUCTPATOPOB) B CTPOTOM
ceKpere 1 00paTUTh BHUMaHUE HA CTPOTOCTh ITHX MapOJICH.

CoBeTbl 10 0€3011aCHOCTH B 3TOM Bo3pacTe oT 13 go 17 ner

1. Co3paiiTe CHHCOK [OMAIIHMX MpaBWJ IOcelleHus VIHTepHeTa mpU y4acTUU
MOAPOCTKOB U TpeOyiTe 0e3yCIOBHOTO €ro BhIMOJHEHUA. OOTroBOpUTE ¢ PeOCHKOM
CIHMCOK 3aIlpPELICHHbIX CAaHTOB («YEpHBIA CIMCOK»), yackl pabotel B HHTepHere,
PYKOBOJICTBO 110 001IeHnto B MIHTepHETE (B TOM YHCIIC B YaTax).

2. KomnbroTep ¢ mojkiarodyeHHeM K ceTd MHTepHeT NOoKeH HaxXOAWUThCs B 0OmIei
KOMHarTe.

3. He 3a0biBaiiTe OecenoBath ¢ AeTbMU 00 UX Jpy3bsix B MHTepHETE, O TOM, YeM OHH
3aHATHI TAKUM 00pa3oM, OYJTO peub UIIET O APY3biIX B peaibHOM ku3HU. CrpamvBaiTe
0 JIIOJSX, C KOTOPBIMH JETH OOIIAI0TCs MMOCPEACTBOM CIYXO MTHOBEHHOTO OOMEHa
COOOIICHUSMH, YTOOBI YOSAUTHCS, UTO ITH JIFOJU UM 3HAKOMBI.

4. W cnonp3yiitTe cpeacTBa OJOKMPOBAHUS HEKEIATEIILHOTO KOHTEHTA KaK JIOTIOJIHEHUE K
cTaHIapTHOMY PoauTenbsckoMy KOHTPOJIIO.

5. HeoOxomuMo 3HaTh, KakMMH YaTamMu monb3ylorcs Bamm geru. [loompsiite
HCIOJIb30BaHNE MOJIEPUPYEMBIX YaTOB U HACTaMBaWTe, YTOOBI JETH HE OOIIANUCH B
IIPUBATHOM PEKUME.

6. HacraupaiiTe Ha TOM, 4YTOOBI IETH HUKOTa HE BCTPEYATIUCH JIMYHO C APY3bSIMHU U3 CETU
Hurepner.

7. llpuyuuTe neTeil HE BbIABATh CBOIO JIMYHYIO HHPOPMAIUIO CPEACTBAMHU AJIEKTPOHHOMN
MOYTHI, YaTOB, CHCTEM MTHOBEHHOT'0 0OMeHa COOOIICHUSIMH, PETUCTPALTMOHHBIX (OPM,
JUYHBIX Mpoduieit u npu perucTpanui Ha KOHKypcehl B IHTEepHeTe.

8. Tlpumyuute neteit He 3arpykath nporpammsl 6e3 Bamero paspemienus. OOBsSCHUTE UM,
YTO OHM MOTYT CIy4yallHO 3arpy3uTh BHPYCHl WJIH JApPYyroe HeXenaTeabHoe
MpOrpaMMHOE OOecTieueHue.

9. Ilpuyunte Bamero pebGenka cooOmarb BamM O JIOOBIX Yrpo3ax WIH TPEBOrax,
CBsI3aHHBIX ¢ MHTepHeToM. HamomHuTe OeTsM, 4YTO OHU B 0€30IaCHOCTH, €CIIH CaMu
pacckasaiy BaM, O CBOMX Yrpo3ax WM TpeBorax. IloxBamure WX U TOCOBETYHTE
MOJIONTH elle pa3 B MOJOOHBIX CIydasX.

10. Pacckaxxute perssm o mopHorpadum B WuTepHere. [loMorure MM 3alIMTUTBCS OT
cnama. Hayuumre mnoOIpOCTKOB HE BbIIaBaTh B VIHTEpHETE CBOETO peasbHOTO
AJIEKTPOHHOI'O ajjpeca, HE OTBEYAaTh Ha HEXKEJATeJIbHbIE MHCbMAa U HCIOJIb30BATh
CHEIHMANbHBIEC TOUYTOBBIE (PUITBTPHI.



11. [IpuyuuTte cedst 3HAKOMUTHCS C CallTaMU, KOTOPbIE IMOCEIIAIOT OAPOCTKH.

12. Hayuute nereil yBakaTh Ipyr'X B MHTEpHETe. Y O€AUTECh, YTO OHU 3HAIOT O TOM, YTO
IIpaBHJia XOPOIICTO MOBECACHUA I[GﬁCTBYIOT BC31€ — OaXC B BUPTyaJIbHOM MHUPC.

13. OObsicHuTe A€TAM, YTO HU B KOEM Ccllyyae Heb3s ucnoib3oBath CeTh A
XYJUTaHCTBA, PACIPOCTPAHEHUS CIUIETEH WIN YTPO3 IPYTUM JIFOJISM.

14. O6¢cynute ¢ MOAPOCTKAMU MPOOIEMBI CETEBBIX a3aPTHBIX UI'P U UX BO3MOXKHBIN PHUCK.
HaHOMHI/ITC, 4TO ACTHU HC MOT'YT UI'PAaThb B 3TU UI'PbI COTJIACHO 3aKOHY.

[locTosiHHO KOHTponMpyHTe ucHoib3oBaHue MHrepHera Bammm pebenkoM! D10 He
HapyLIEHUE €ro JUYHOIO HPOCTPAHCTBA, a Mepa MPEAOCTOPOXKHOCTU M IposiBIeHHe Baiuei
POIUTENHCKON OTBETCTBEHHOCTH M 3a00THI.



